CCNA 200-301 Pau 13

Suonetting (Pavt L)




arngs well covey:

* CIDR (Classless Inter-Domain Routing)
* The process of subnetting



[PV Address Classes

Chss  Fsodst Fistoctet ange
A OXXXXXXX 0-127
B LOXXXXXX 128 - 191
C 11 OXXXXX 192 - 223
D 1110XXXX 224 - 239
E 1111 XXXX 240 - 255

0.0.0.0 ~
127.255.255.255

128.0.0.0 ~
191.255.255.255

192.0.0.0 ~
223.255.255.255

224.0.0.0 ~
239.255.255.255

240.0.0.0 ~
255.255.255.255



[PV Addiess Classes

Class First octet First octet Prefix
numeric range Length
A OXXXXXXX 0-127 /8
B 1 OXXXXXX 128-191 /16

C 11 OXXXXX 192-223 [24




G

Jeremy's

IT Lab

[PV Addiess Classes

e Leading Size of network number bit Size of rest bit Number of Addresses per
bits field field networks network
Class A 0 8 24 128 (27) 16,777,216 (224
Class B 10 16 16 16,384 (214 65,536 (219
Class C 110 24 8 2,097,152 (221 256 (2%)




[PV Addiess Classes

* The IANA (Internet Assigned Numbers Authority) assigns
[Pv4 addresses/networks to companies based on their size.

* For example, a very large company might receive a class A
or class B network, while a small company might receive a
class C network.

* However, this led to many wasted |P addresses.



[PV Addiess Classes

San Franclisco . ew Yor

point-to-point network




[PV Addiess Classes

San Francisco New York
203.0.113.0/24

R1 R2
256 addresses

-1 network address (203.0.113.0)
“1 broadcast address (203.0.113.255) =252 addresses
-1 R1’s address (203.0.113.1) WASTED

-1 R2’s address (203.0.113.2)




[PV Addiess Classes

* Company X needs IP addressing for 5000 end hosts.

* A class C network does not provide enough addresses, so a
class B network must be assigned.

* This will result in about 60000 addresses being wasted.



CIPR (Classless (intev:-DPowmain Routing)

* When the Internet was first created, the creators did not
predict that the Internet would become as large as it is
today.

* This resulted in wasted address space like the examples |
showed you (there are many more examples).

* The IETF (Internet Engineering Task Force) introduced CIDR
in 1993 to replace the ‘classful’ addressing system.



CIPR (Classless (intev:-DPowmain Routing)

* With CIDR, the requirements of...

Class A = /8
Class B = /16
Class C = /24

..were removed.

* This allowed larger networks to be split into smaller
networks, allowing greater efficiency.

* These smaller networks are called ‘subnetworks’ or

‘subnets’



203.0.113.0/24

R1 R2

11001011 .00000000.01110001.000000020920

203 . 0 . 113 . 0
11111111.11111111.11111111.06060000020
255 . 255 . 255 . 0

/ network address, broadcast address

2? — 2 = 254 usable addresses.

number of host bits



CIPR Practice!

How many usable addresses are there in each network?
©* 203.0.113.0/25

c 203.0.113.0/26
-203.0113.0/27 2" — 2 =usable addresses

* 203.0.113.0/2.8 n = number of host bits
* 203.0.113.0/249
* 203.0.113.0/30
* 203.0.113.0/31
* 203.0.113.0/32



CIPRN(/2:5)

@ 203.9.113.0/25 @

R1 R2

11001011 .00000000.01110001.0002090080200

203 . 0 . 113 . 0
11111111.11111111.11111111.1060600020020
255 . 255 . 255 . 128

2’ — 2 =126 usable addresses.



CIPRN(/2:6)

@ 203.9.113.0/26 @

R1 R2

11001011 .00000000.01110001.000209000200

203 . 0 . 113 . 0
11111111.11111111.11111111.110600020020
255 . 255 . 255 . 192

2° — 2 = 62 usable addresses.



CIPRN(/2:7)

@ 203.9.113.0/27 @

R1 R2

11001011 .00000000.01110001.00000020920

203 . 0 . 113 . 0
11111111.11111111.11111111.11100000
255 . 255 . 255 . 224

2° — 2 = 30 usable addresses.



CIPRN(/2:2)

@ 203.9.113.0/28 @

R1 R2

11001011.00000000.01110001.0000600020920

203 . 0 . 113 . 0
11111111.11111111.11111111.11110000
255 . 255 . 255 . 240

24 — 2 = 14 usable addresses.



CIPRN(/2:49)

@ 203.9.113.0/29 @

R1 R2

11001011.00000000.01110001.0000900020920

203 . 0 . 113 . 0
11111111.11111111.11111111.1111100080
255 . 255 . 255 . 248

2° — 2 = 6 usable addresses.



CIDR (/20)

@ 203.9.113.0/30 @

R1 R2

11001011 .00000000.01110001.0000902020920

203 . 0 . 113 . 0
11111111.11111111.11111111.1111110080
255 . 255 . 255 . 252

2° — 2 = 2 usable addresses.



CIDR (/20)

203.0.113.0/30
.1 .2
R

©203.0.113.0/30
= 203.0.113.0 - 203.0.113.3

110061011 ©0OVOOBOOBO. 0111000601 .0060000000O0
11@@1@11.@O@@@@@@.@lll@@@l.0@@@@0@1
11001011.00000000.01110001.0000001F90
11001011 .00000000.01110001.00000011

The remaining addresses in the 203.0.113.0/24 address block
(203.0.113.4 - 203.0.113.255) are now available to be used
in other subnets!




CIDR (/24

@ 203.9.113.0/31 @

R1 R2

11001011 .00000000.01110001.000000020920

203 . 0 . 113 . 0
11111111.11111111.11111111.111111180
255 . 255 . 255 . 254

2 — 2 = 0 usable addresses.



CIDR (/24

203.0.113.0/31
.0 .1

203.0.113.0/31"
= 203.0.113.0 - 203.0.113.1

11.00000000.01110001.0000009209
11.00000000.01110001.000000920

%)
1

Router(config-if)#ip address 203.0.113.0 255.255.255.254
% Warning: use /31 mask on non point-to-point interface cautiously

Router(config-if)#

The remaining addresses in the 203.0.113.0/24 address block
(203.0.113.2 - 203.0.113.255) are now available to be used

in other networks!




CIPR (/22)

11001011 .00000000.01110001.0000002020

203 . 0 . 113 . 0
11111111.11111111.11111111.11111111
255 . 255 . 255 . 255

2 — 2 = -1 usable addresses?



CIPR Notation

Dotted Decimal

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

CIDR Notation

125

126

127

128

129

/130

/31

132




203.0.113.0/31

R1 R2



45 hosts 45 hosts

[47 *4 = 188}

45 hosts 45 hosts

SW2 SW4

192.168.1.0/24

Divide the 192.168.1.0/24 network into four subnets

that can accommodate the number of hosts required.



11000.0.0.06.10101000.00000001.000006020920

192 . 168 . 1 . 7
11111111.11111111.11111111.1111118080
255 . 255 . 255 . 252

2° — 2 = 2 usable addresses

v
2*2=4




11000.0.0.06. 10101000 .00000001.00000202092O0

192 . 168 . 1 . 7
11111111.11111111.11111111.1111106280¢0
255 . 255 . 255 . 248

2° — 2 = 6 usable addresses

v
2*%2%2=8




11000.0.0.06. 10101000 .00000001.000090020920

192 . 168 . 1 . 7
11111111.11111111.11111111.111100280080
255 . 255 . 255 . 240

24 — 2 = 14 usable addresses

v
2*%2*2%2=16




11000.0.0.0. 10101000.00000001.0000900200

192 . 168 . 1 . 7
11111111.11111111.11111111.1110008080
255 . 255 . 255 . 224

2° — 2 = 30 usable addresses

v
2*2*2*2 %2 =32




11000.0.0.0. 10101000.00000001.0000900200Q0

192 : 168 . 1 : %)
11111111.11111111.11111111.1100008080
255 . 255 : 255 : 192

2° — 2 = 62 usable addresses

v
2*2*2*2*2 %2 =64




The first subnet (Subnet 1) is 192.168.1.0/26. What are the remaining
subnets?

HINT: Find the broadcast address of Subnet 1. The next address (s the

network address of Subnet 2. Repeat the process for Subnets 3 and 4.
SW1 SW3

Subnet 1: > 2 |—— Subnet 3:
192.168.1.0/26 e il — )/26
Subnet 2: =R = Subnet 4:

«> R1 2 —
( )26 <« & )/26

192.168.1.0/24



TAInAgs We, covered

* CIDR (Classless Inter-Domain Routing)
* The process of subnetting (basics!)
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