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Things we’ll coverThings we’ll cover
● Topology introduction

● Switch configuration

● WLC setup

● WLC interface configuration

● WLAN configuration

● Additional WLC features
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WLC1

SW1AP1 AP2

WLANs/VLANs
VLAN 10: Management, 192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24

F0/7 F0/8

F0/1 F0/2

Port 1 Port 2

.1/.1/.1

.100/.100/.100

DHCP server,
NTP server

The WLC connects to the switch via 
a LAG (Link Aggregation Group), 
aka EtherChannel.
*WLCs only support static LAG, no 
PAgP or LACP!

Address via DHCP Address via DHCP
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Switch ConfigurationSwitch Configuration
SW1(config)#vlan 10
SW1(config-vlan)#name Management
SW1(config-vlan)#vlan 100
SW1(config-vlan)#name Internal
SW1(config-vlan)#vlan 200
SW1(config-vlan)#name Guest

SW1(config)#int range f0/6 - 8
SW1(config-if-range)#switchport mode access
SW1(config-if-range)#switchport access vlan 10
SW1(config-if-range)#spanning-tree portfast

SW1(config-if-range)#interface range f0/1 - 2
SW1(config-if-range)#channel-group 1 mode on

SW1(config-if-range)#interface port-channel 1
SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk allowed vlan 10,100,200

WLANs/VLANs
VLAN 10: Management, 
192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 
10.1.0.0/24

I included F0/6 because I will connect 
my PC to F0/6 to gain access to 
WLC1’s GUI.

Remember that WLCs 
only support static LAG, 
no PAgP or LACP.
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SW1(config)#interface vlan 10
SW1(config-if)#ip address 192.168.1.1 255.255.255.0
SW1(config-if)#interface vlan 100
SW1(config-if)#ip address 10.0.0.1 255.255.255.0
SW1(config-if)#interface vlan 200
SW1(config-if)#ip address 10.1.0.1 255.255.255.0

SW1(config)#ip dhcp pool VLAN10
SW1(dhcp-config)#network 192.168.1.0 255.255.255.0
SW1(dhcp-config)#default-router 192.168.1.1
SW1(dhcp-config)#option 43 ip 192.168.1.100

SW1(config)#ip dhcp pool VLAN100
SW1(dhcp-config)#network 10.0.0.0 255.255.255.0
SW1(dhcp-config)#default-router 10.0.0.1

SW1(config)#ip dhcp pool VLAN200
SW1(dhcp-config)#network 10.1.0.0 255.255.255.0
SW1(dhcp-config)#default-router 10.1.0.1

SW1(config)#ntp master

WLANs/VLANs
VLAN 10: Management, 
192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 
10.1.0.0/24

Option 43 can be used to tell the APs the IP address of their WLC.
*this is not necessary in this case because the APs and WLC are in the same 
subnet.  The WLC will hear the APs broadcast CAPWAP discovery messages.
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Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]: 

System Name [Cisco_10:65:64] (31 characters max): WLC1
Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): *********
Re-enter Administrative Password                 : *********

Enable Link Aggregation (LAG) [yes][NO]: yes

Management Interface IP Address: 192.168.1.100
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 192.168.1.1
Management Interface VLAN Identifier (0 = untagged): 10
Management Interface DHCP Server IP Address: 192.168.1.1

WLANs/VLANs
VLAN 10: Management, 
192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 
10.1.0.0/24
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Virtual Gateway IP Address: 172.16.1.1

Multicast IP Address: 239.239.239.239

Mobility/RF Group Name: jITlab

Network Name (SSID): Internal

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]: FR

WLANs/VLANs
VLAN 10: Management, 
192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 
10.1.0.0/24

We will change the WLAN security 
policy to PSK, so we don’t need to 
configure a RADIUS server.



  

WLC Initial SetupWLC Initial Setup

AIR-CAP3502I-E-K9
● -E is the regulatory domain of the device.

● -E indicates Europe.

● If the regulatory domain of the country specified 
in the WLC configuration doesn’t match the 
regulatory domain of the AP, the AP won’t be 
able to join the WLC.

● https://www.cisco.com/c/dam/assets/prod/
wireless/wireless-compliance-tool/index.html to 
check the regulatory domain of each country.
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Enable 802.11b Network [YES][no]: 
Enable 802.11a Network [YES][no]: 
Enable 802.11g Network [YES][no]: 
Enable Auto-RF [YES][no]: 

Configure a NTP server now? [YES][no]: yes
Enter the NTP server's IP address: 192.168.1.1
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset. [yes][NO]: 
yes

Configuration saved!
Resetting system with new configuration...

WLANs/VLANs
VLAN 10: Management, 
192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 
10.1.0.0/24
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● WLC ports are the physical ports that cables connect to.

● WLC interfaces are the logical interfaces within the WLC (ie. SVIs on a switch).

● WLCs have a few different kinds of ports:

→Service port: A dedicated management port.  Used for out-of-band management.  Must connect to a switch 
access port because it only supports one VLAN.  This port can be used to connect to the device while it is 
booting, perform system recovery, etc.

→Distribution system port: These are the standard network ports that connect to the ‘distribution system’ 
(wired network) and are used for data traffic.  These ports usually connect to switch trunk ports, and if multiple 
distribution ports are used they can form a LAG.

→Console port: This is a standard console port, either RJ45 or USB.  

→Redundancy port: This port is used to connect to another WLC to form a high availability (HA) pair.  
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1) Service port
2) Console port (RJ45)
3) Console port (USB)
4) USB (for software updates)
5) Distribution system port (multi-gigabit)
6) Distribution system ports (1-gig)
7) Reset button
8) Status LEDs
9) Redundancy port
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● WLCs have a few different kinds of interfaces:

→Management interface: Used for management traffic such as Telnet, SSH, HTTP, HTTPS, RADIUS 
authentication, NTP, Syslog, etc.  CAPWAP tunnels are also formed to/from the WLC’s management interface.

→Redundancy management interface: When two WLCs are connected by their redundancy ports, one WLC 
is ‘active’ and the other is ‘standby’.  This interface can be used to connect to and manage the ‘standby’ WLC.

→Virtual interface: This interface is used when communicating with wireless clients to relay DHCP requests, 
perform client web authentication, etc.

→Service port interface: If the service port is used, this interface is bound to it and used for out-of-band 
management.

→Dynamic interface: These are the interfaces used to map a WLAN to a VLAN.  For example, traffic from the 
‘Internal’ WLAN will be sent to the wired network from the WLC’s ‘Internal’ dynamic interface.



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration



  

WLC ConfigurationWLC Configuration

● Web Authentication: After the wireless clients gets an IP address and tries to access a web page, they will have to enter 
a username and password to authenticate.

● Web Passthrough: Similar to the above, but no username or password are required.  A warning or statement is displayed 
and the client simply has to agree to gain access to the Internet.

● The Conditional and Splash Page web redirect options are similar, but additionally require 802.1X layer 2 authentication.
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CPU ACLs are used to limit access to the CPU of the WLC.  This limits 
which devices will be able to connect to the WLC via Telnet/SSH, 
HTTP/HTTPS, retrieve SNMP information from the WLC, etc.
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Things we coveredThings we covered
● Topology introduction

● Switch configuration

● WLC setup

● WLC interface configuration

● WLAN configuration

● Additional WLC features
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Which WLC port can be used to form an HA pair with another WLC?

a) Distribution system port

c) High Availability port

d) Service port

b) Redundancy port



  

Quiz 2Quiz 2
Which WLC interface type maps a WLAN to a VLAN?

a) Dynamic interface

c) Distribution system interface

b) Virtual interface

d) Service port interface



  

Quiz 3Quiz 3
Which of the following is a type of Layer 3 authentication?

a) 802.1X

c) Static WEP

b) WPA/WPA2

d) Web Authentication
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Which WLC QoS setting should be used for video traffic?

a) Platinum

c) Silver

b) Gold

d) Bronze



  

Quiz 5Quiz 5
Which WLC port type can form a LAG to pass standard data traffic?

a) LAG port

c) Service port

d) Console port

b) Distribution system port
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