
Filter by IP or Network Address

1. Match by Source IP or Network Address

Match: -s IP,  --source IP
Example: iptables -A INPUT -s 100.0.0.0/16 -j DROP

2. Match by Destination IP or Network Address

Match: -d IP, --destination IP
Example: iptables -A FORWARD -d 80.0.0.1 -j DROP
iptables -A OUTPUT -d www.ubuntu.com -j DROP
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