
Filter by IP Range and Address Type

1. Match by IP Range

Match: -m iprange --src-range ip_start-ip_end 
 -m iprange  --dst-range ip_start-ip_end

Example: 
iptables -A INPUT -m iprange --src-range 10.0.0.10-10.0.0.29 -p tcp --dport 25 -j DROP

2. Match by Address Type

Match: -m addrtype --src-type  UNICAST,MULTICAST,BROADCAST
  -m addrtype --dst-type  UNICAST,MULTICAST,BROADCAST

Example: iptables -A OUTPUT -m addrtype --dst-type MULTICAST -j DROP
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