
Filter by TCP or UDP port

1. Match by a single port

Match option: -p tcp --dport port, -p udp --sport port
Example:
iptables -A INPUT -p tcp  --dport 22 -j DROP

2. Match by multiple ports

Match option: -m multiport --sports | --dports port1,port2,...
Example: 
iptables -A OUTPUT -p tcp  -m multiport --dports 80,443 -j ACCEPT
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Filter by TCP or UDP port

More examples:

1. Block all incoming traffic to port 80

2. Permit ssh incoming traffic only from a specific ip address 

3. Block ports 80 and 443 using ‘-m multiport’
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