
Filter by interface

1. Match by incoming interface

Match: -i incoming_interface
Available for:  INPUT, FORWARD and PREROUTING  chains.
Example: iptables -A INPUT -i wlan0  -j ACCEPT

2. Match by outgoing interface

Match: -o outgoing_interface
Available for:  FORWARD, OUTPUT and POSTROUTING chains.
Example: iptables -A OUTPUT -o enp8s0 ACCEPT

Note: It’s good practice to permit traffic on the loopback interface (lo)
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