
Filter by MAC Address - 1

● It is possible to filter traffic only by source mac address.

Match: -m mac --mac-source source_mac_address

Example: 
iptables -A INPUT -i wlan0 -m mac --mac-source 08:00:27:55:6f:20 -j DROP
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Filter by MAC Address - 2

Tasks:

1. Drop packets from a specific mac address

2. Permit only a list of trusted hosts (MACs) through the firewall (NAT Router).
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