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SEMI-PASSIVE INFORMATION GATHERING

▪ Collection of information about a specific target using methods that 
mimic normal network traffic and typical behavior the target usually 
receives.  

▪ Activities within the scope include:  

o Queries to DNS servers  

o Access to internal resources of web applications  

o Metadata analysis of documents  

▪ All activities that generate abnormal behavior are excluded from the 
scope.
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