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ACTIVE INFORMATION GATHERING

▪ Gathering information about a specific target using methods that 
interact directly with the organization, typically through the sending of 
network traffic.

▪ Within the scope are activities such as:

o Host scanners

o Port scanners

o Service scanners

▪ In many cases, this type of activity is often detected as suspicious or 
malicious behavior.
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